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Abstract—This article is concerned with the problem of the
secure formation tracking of multiple unmanned aerial vehicles
(UAVs) subject to replay attacks, where an observer-based event-
triggered sliding mode control approach is adopted. First, a novel
attack model is established for multi-UAV systems considering
replay attacks, in which the issue of the replay attack beginning
and ending within a sampling period is solved. Then, a switched
event-triggered scheme is developed for multi-UAV systems
subject to replay attacks, under which the corresponding
communication mechanisms are invoked for different attack
states. This communication scheme brings lower data releasing
rate and less energy consumption based on the severity level of
replay attacks while the desired tracking performance is ensured.
On the basis of the sliding mode control theory, observer-based
event-triggered formation tracking strategies are developed for
multi-UAV systems with nonlinearities under replay attacks by
combining the interactive information from neighbors. Sufficient
conditions of the multi-UAV system to achieve the desired
formation are obtained by utilizing Lyapunov stability approach.
Finally, a simulation example with multiple UAVs is performed
to demonstrate the validity of the developed formation control
strategy.

Index Terms—Event-triggered scheme, formation tracking
control, replay attacks, sliding mode control, unmanned aerial
vehicles.

I. INTRODUCTION

THE past decades have witnessed significant progress in

the development of unmanned aerial vehicles (UAVs).

They have the advantages of light weight, compact size, low

cost, and flying ability in severe environments, thereby easily

meeting requirements for a multitude of applications, such as

forest fire detection [1], radiation detection, and contour map-

ping [2], and express delivery for long distances and/or large

differences in height. However, a single UAV has many short-

comings in completing complex missions. For instance, a

single UAV may be unable to observe the objective from dif-

ferent directions because of the sensor’s detection limitation

when conducting a reconnaissance task. To address this prob-

lem, the cooperativity among multiple UAVs is of great indis-

pensability. Regarded as one representative for cooperative

control technologies, the formation tracking control of multi-

ple UAVs has attracted considerable interest over the past

years [3], [4], [5], [6], [7], [8] and the references therein. For

example, formation tracking control strategies were devel-

oped for multi-UAV systems with switching directed topolo-

gies [9], [10] and velocity constraints [11]. The authors

in [12] investigated the tracking control issue for multi-UAV

systems with the method of sliding mode control (SMC).

The main advantages of SMC include fast response, easy tun-

ing and implementation, high robustness, and good transient

performance [13], [14], [15]. Extensive attention has been

paid to SMC technique in recent years [16], [17]. To our

knowledge, the formation control issue for multi-UAV sys-

tems has not been fully studied, especially in unknown aero-

dynamics and nonlinearities. Therefore, it is meaningful and

challenging to investigate the formation tracking control

for multi-UAV systems with nonlinearities using the SMC

method. This is the main motivation for this research.

In a multi-UAV system, to accomplish the assigned missions

efficiently and effectively, it is essential to realize reliable infor-

mation delivery among UAVs through a wireless communica-

tion network. As a consequence, the network plays a significant

role in the formation flight of multiple UAVs. However, the

openness and sharing of the network result in the multi-UAV

system being available to security threats, such as network-intro-

duced delay, packet loss, and cyber-attack, etc. Regarding the

network security issue, the most important characteristic consid-

ered in a multi-UAV system is to operate resiliently and main-

tain the UAV tracking performance even during nonlinearities

and cyber-attacks. Any successful attack may significantly

degrade system performance or even lead to system paralysis.

The research community has acknowledged the significance of

handling the challenge of developing secure estimation, detec-

tion, and control systems with cyber-attacks. Several types of

cyber-attacks have been studied in [18], [19], [20], [21], [22],

including denial-of-service (DoS) attacks, deception attacks,

and replay attacks. Among these attacks, replay attacks are

regarded as a class of much more common and natural cyber-

attacks. Replay attackers launch an attack by maliciously

Manuscript received 5 September 2022; revised 28 October 2022; accepted
19 November 2022. Date of publication 23 November 2022; date of current
version 23 February 2023. This work was supported by the National Natural
Science Foundation of China under Grants 62273183 and 62022044. Recom-
mended for acceptance by Dr. Xiang Li. (Corresponding author: Zhou Gu.)

Tingting Yin and Zhou Gu are with the College of Mechanical and Elec-
tronic Engineering, Nanjing Forestry University, Nanjing 210037, China
(e-mail: yttangle@163.com; gzh1808@163.com).

Xiangpeng Xie is with the Institute of Advanced Technology, Nanjing
University of Posts and Telecommunications, Nanjing 210023, China
(e-mail: xiexiangpeng1953@163.com).

Digital Object Identifier 10.1109/TNSE.2022.3223978

IEEE TRANSACTIONS ON NETWORK SCIENCE AND ENGINEERING, VOL. 10, NO. 2, MARCH/APRIL 2023 887

2327-4697 © 2022 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See ht_tps://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: NANJING NORMAL UNIVERSITY. Downloaded on July 27,2023 at 10:49:45 UTC from IEEE Xplore.  Restrictions apply. 

https://orcid.org/0000-0001-6645-8709
https://orcid.org/0000-0001-6645-8709
https://orcid.org/0000-0001-6645-8709
https://orcid.org/0000-0001-6645-8709
https://orcid.org/0000-0001-6645-8709
https://orcid.org/0000-0002-0342-1658
https://orcid.org/0000-0002-0342-1658
https://orcid.org/0000-0002-0342-1658
https://orcid.org/0000-0002-0342-1658
https://orcid.org/0000-0002-0342-1658
https://orcid.org/0000-0003-4822-3134
https://orcid.org/0000-0003-4822-3134
https://orcid.org/0000-0003-4822-3134
https://orcid.org/0000-0003-4822-3134
https://orcid.org/0000-0003-4822-3134
mailto:
mailto:
mailto:


repeating the transmitted data in the past period, thereby causing

the degradation of the system performance. An enormous num-

ber of results involving replay attacks have been obtained in the

past decades, see [23], [24], [25], [26], [27] and the references

therein. For example, the authors in [23] developed a formal

security analysis and old-fashioned cryptanalysis, which was

resilient against replay attacks. The problem of the speed syn-

chronization control was addressed for a connected vehicle

under replay attacks in [24], where the replay attack was

depicted by large random network delays. The consensus control

strategy for multiagent systems was proposed in [28] in the pres-

ence of replay attacks. In [28], the occurrence of replay attacks

was governed by a Bernoulli variable, which means that the

transmitted signals are replaced by packets at some past discrete

instants when the system is subject to replay attacks. In fact, for

replay attacks, adversaries maliciously or fraudulently repeat

the data transmitted in the past period to degrade the system per-

formance. Therefore, it is unreasonable to model replay attacks

by simply introducing a Bernoulli variable. Note that few pub-

lished achievement is concerned with multi-UAV systems under

cyber-attacks, although cyber-attacks pose a great threat to the

communication security among UAVs. Accordingly, it is neces-

sary and challenging to explore the description and modeling

methods of such replay attacks in multi-UAV systems. This is

another motivation of this study.

On the other hand, due to the limitation of network resour-

ces, plenty of efforts have been devoted to improving resource

utilization such that the network load could be eased without

compromising the desired system performance [29], [30],

[31], [32], [33], [34]. Event-triggered scheme (ETS) has

received extensive attention in the past years owing to its

advantages over periodic sampling control (that is time-trig-

gered scheme), see [35], [36], [37], [38], [39]. Specifically, in

the ETS, control tasks are executed according to some events

generated by state-dependent triggering conditions rather than

the elapse of a certain period as in the time-triggered scheme.

Besides, ETS brings aperiodic updates of sampling signals,

thereby leading to more flexibility to manage constraints based

on networks and systems interactions than a time-triggered

scheme. More exactly, the periodic execution of control tasks

in the time-triggered scheme is usually undesirable because of

the communication bandwidth constraint. To develop the

ETS, a crucial step is to design suitable triggering conditions

for deciding whether sampling data should be transmitted or

not. The triggering conditions with fixed thresholds were pro-

posed for the ETS in [40], [41], and hence largely saved the

limited network resources. The authors in [42] concentrated

on the reinforcement learning control for the quadrotor UAV

by using such an ETS. Over the last few years, the event-trig-

gered mechanism with predefined thresholds has been

improved. In [43], a hybrid-triggered mechanism was devel-

oped, where the time-triggered scheme and event-triggered

scheme were randomly switched based on a Bernoulli vari-

able. The authors in [32] proposed a new adaptive event-trig-

gering scheme, in which the triggering threshold could be

dynamically adapted according to the variation of system

states. In [44], a memory-based event-triggered scheme based

on both the current and past information of system states was

put forward, by which the wrong data-releasing event caused

by sudden state changes was reduced. The authors proposed a

resilient ETS in [19] to mitigate the impacts of DoS attacks

and a switched ETS in [21] for deception attacks. However, it

is a challenging issue to design an appropriate event-triggered

scheme to further save network capital and guarantee the per-

formance of multi-UAV systems subject to replay attacks,

which is also a motivation of this study.

Motivated by the aforementioned discussion, we mainly

investigate the issue of the observer-based event-triggered

sliding mode control for formation tracking of multi-UAV

systems subject to replay attacks. The main contributions of

this study are presented in the following aspects:

1) A new model of replay attacks is constructed for multi-

UAV systems, under which each attack period is

divided into sleeping and active periods. The data trans-

mission is normal in sleeping periods; in active periods,

the packets during the current period are replaced by those

during a certain period in the past. Compared to research

on replay attacks described by Bernoulli variables [28],

this attack model describes the replay attacker’s behavior

more reasonably and accurately.

2) A novel switched ETS is proposed formulti-UAV systems

with replay attacks to address the off/on (on/off) transitions

of replay attacks occurringwithin a sampling period. Com-

pared with the event-triggered scheme in [28], the pro-

posed communication scheme can dynamically switch

according to different attack states, by which the redundant

data can be greatly reduced while the performance of the

multi-UAV system is kept to be a prescribed level.

3) Based on the sliding mode control theory, an event-trig-

gered formation tracking control strategy with an

observer-based sliding mode approach is developed for

multi-UAV systems with nonlinearities and replay

attacks. By applying the Lyapunov stability theory, suf-

ficient conditions of the multi-UAV system to achieve

the desired formation are acquired. At last, a simulation

example is presented to testify the validity of the pro-

posed formation control strategies.

Notation: colNf�g represents N-columns vector;

coliNf�g denotes N-columns vector only with the i-th
column is nonzero. IN stands for the (N �N)-dimen-

sional identity matrix which is abbreviated as I some-

times. �MðXÞ and �mðXÞ denote the maximum

eigenvalue and the minimum eigenvalue of matrix X,

respectively. symfXg denotes X þXT . Rn1�n2 and

Rn1 are the set of n1 � n2 real matrices and n1-dimen-

sional Euclidean space, respectively.

II. SYSTEM MODELING AND PROBLEM DESCRIPTION

A. Basic Graph Theory

The directed graph F ¼ ðV;E;WÞ describes the communi-

cation topology among N UAVs, where E � fði; jÞ; i; j 2 Vg
and V 2 f1; 2; . . . ; Ng indicate the set of edges and nodes,

respectively. W ¼ ½wij� is the weighted adjacency of F, where
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wii ¼ 0, wij ¼ 1 , ðj; iÞ 2 E; otherwise, wij ¼ 0. Edge

ðj; iÞ 2 E means that the i-th UAV can receive the j-th UAV’s
information. Denote Zi ¼ fjjði; jÞ 2 Eg as the set containing

all adjacent UAVs for the i-th UAV. The Laplacian matrix is

represented as L ¼ ½Lij�, in which Lii ¼ Sj 6¼iwij, Lij ¼ �wij

for i 6¼ j, i; j 2 V.

B. Dynamic Model of a Quadrotor UAV

The flight motion of a quadrotor UAV includes translational

motion and rotational motion [8], [38]. In what follows, the

control model of the UAV will be established from these two

parts.

1) Translational Motion: Applying Newton’s second law

yields that

€Xr

€Yr

€Zr

2
64

3
75 ¼ Wr

0

0

� uto
m

2
64

3
75þ

0

0

gr

2
64

3
75; (1)

where uto ¼ F 1 þ F 2 þ F 3 þF 4 is the total thrust, in which

F p, p 2 f1; 2; 3; 4g stand for the lifts produced by four motors

exhibited in Fig. 1; m and gr are the mass of the UAV and the

acceleration of gravity, respectively. In the world frame, the

East, North, and Down positions of UAV are represented as

Yr,Xr, and Zr, respectively. In Fig. 1, u;f;c denote the pitch,

roll, and yaw angles, respectively. The transition matrix Wtr

can realize the coordinate transition from the body frame to

the world frame for the UAV, which is defined as

M ¼
CuCc CcSfSu � CfSc SfSc þ CfCcSu

CuSc CfCc þ SfSuSc CfSuSc � CcSu

�Sf CuSf CfCu

2
64

3
75;

with Cð�Þ and Sð�Þ denoting cos ð�Þ and sin ð�Þ respectively.

TakingWtr into (1) yields that

€Xr ¼ uto
m ð�SfSc � CfSuCcÞ;

€Yr ¼ uto
m ðSfCc � CfSuScÞ;

€Zr ¼ gr �
uto
m CfCu:

(2)

8>><
>>:

2) Rotational Motion: Utilizing Euler’s equations follows

that

I ¼ I _�þ�� I�; (3)

where � ¼ ½rx; ry; rz�T represents the UAV’s angular velocity

in its body-fixed frame; I is the UAV’s total moment; I is the
inertial tensor matrix, which is treated as a diagonal matrix

owing to the symmetry of the layout for the quadrotor UAV.

Mp, p 2 f1; 2; 3; 4g are the torques of four motors shown in

Fig. 1. More details of rotational motion for the quadrotor

UAV can be found in [13].

When the UAV flight is near the hover state, uto � mgr,
f � 0, u � 0, _f � 0 and _u � 0. Then, the following linearized

model of the quadrotor UAV near the hover can be acquired

according to (2).

€Xr ¼ grð�fSc � uCcÞ;
€Yr ¼ grð�uSc þ fCcÞ;
€Zr ¼ uto�mgr

m :

(4)

8><
>:

Remark 1: From (4), one can see that the control of the

UAV, including its own altitude and three-axis attitude con-

trol, is entirely decoupled [13], which brings that the quadrotor

UAV system could be independently controlled for its flight

and formation.

Fig. 2 exhibits the inner-loop and outer-loop control mecha-

nisms for the quadrotor UAV. It is well-known that the inner-

loop control is realized through a PD controller while the

outer-loop is dependent on a formation tracking controller.

This study will concentrate on the problem of the formation

tracking control of multiple UAVs in the following.

C. Multi-UAV System Modeling

Consider a multi-UAV system with one leader (labeled as

the 0-th UAV) and N followers (labeled as 1; 2; . . . ; N).

Define xiðtÞ ¼ ziðtÞ viðtÞ½ �T , where ziðtÞ 2 Rq and viðtÞ ¼
_ziðtÞ ði ¼ 0; 1; 2 � � � ; NÞ denote the position and the velocity,

respectively. For convenience, let q ¼ 1 in what follows.

Then, the dynamic equations of the 0-th UAV and the i-th fol-

lower are described as

Fig. 1. Diagram of the quadrotor UAV in its body frame.

Fig. 2. Control strategy of the UAV.
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_x0ðtÞ ¼ Ax0ðtÞ þ Bu0ðtÞ; (5)

_xiðtÞ ¼ AxiðtÞ þ BuiðtÞ þ UdiðtÞ; (6)

where A ¼ 0 1
0 0

� �
, B ¼ 0

1

� �
, and U is a real constant

matrix; uiðtÞ is the i-th UAV’s control input, i ¼ 1; 2; . . . ; N;

u0ðtÞ ¼ _v0ðtÞ. The nonlinear function diðtÞ denotes the aggre-
gation of various nonlinear behaviors that satisfies kdiðtÞk2 �
kFxiðtÞk2, where F is a matrix of suitable dimension. All the

results hereafter could be directly extended to the situation of

q 	 2 by applying the Kronecker product.
Assumption 1: The directed communication topology F has a

directed spanning tree with the 0-th UAV served as its root node.

The time-varying formation for followers is described by

gðtÞ ¼ ½gT1 ðtÞ; gT2 ðtÞ; . . . ; gTNðtÞ�
T
, where giðtÞ ¼ ½gizðtÞ; giv

ðtÞ�T ði 2 f1; 2; . . . ; Ng , JNÞ is the continuously differentia-

ble formation vector, in which gizðtÞ (givðtÞ) denotes the posi-
tion (velocity) of the i-th UAV, and givðtÞ ¼ _gizðtÞ.

Define the tracking error for the i-th UAV (i 2 JN ) as

hiðtÞ ¼
X
j2Zi

wij½�xiðtÞ � �xjðtÞ� þ ai½�xiðtÞ � x0ðtÞ�; (7)

where �xiðtÞ ¼ xiðtÞ � giðtÞ; ai ¼ 1 denotes that the i-th UAV

can receive the information of the leader (namely, the 0-th

UAV); otherwise, ai ¼ 0.
Calculating the derivation of (7) follows that

_hiðtÞ ¼ AhiðtÞ þ BuhiðtÞ þ U ~diðtÞ; (8)

where uhiðtÞ is the formation control input, which satisfies

BuhiðtÞ ¼
P

j2Zi
wij½BuiðtÞ þ AgiðtÞ � _giðtÞ � BujðtÞ � Agj

ðtÞ þ _gjðtÞ� þ ai½BuiðtÞ � Bu0ðtÞ þ AgiðtÞ � _giðtÞ�, ~diðtÞ ¼P
j2Zi

wij½diðtÞ � djðtÞ� þ aidiðtÞ. The relationship between

the nonlinear function ~diðtÞ and the tracking error hiðtÞ is

assumed to satisfy the following constraint: k~diðtÞk2 �
k ~FhiðtÞk2 with the matrix ~F of appropriate dimension.

D. Replay Attacks

As shown in Fig. 3, replay attacks are considered in this

study. When replay attacks occur, the signals transmitted in

the past period are maliciously repeated or delayed. Due to the

limitation of power, attackers need sleep during a certain

period to save energy. Denote h as the sampling step of the

i-th UAV’s state, then, the transmitted data via the network

with replay attacks can be expressed as

�hiðtÞ ¼
~hiðtÞ; t 2 ½T n; T n þ SnÞ;
~hiðt� "Þ; t 2 ½T n þ Sn; T nþ1Þ;

(9)

�

where T n ¼ ðbTn=hc þ 1Þh, Sn ¼ ðbðTn þ snÞ=hc þ 1Þh�
T n with sn denoting the sleeping time of the attack in an

attack period ½Tn;Tnþ1Þ; 0 � Tn < Tn þ sn < Tnþ1, n 2
N , N stands for the set of positive integers; " 	 0 is a con-

stant. For the convenience of mathematical expression, we

denote F 1
n ¼ ½T n; T n þ SnÞ and F 2

n ¼ ½T n þ Sn; T nþ1Þ as

the sleeping period and active period of replay attacks, respec-

tively. In this study, it is assumed that the replay attack can be

detected via technical methods, such as the attck detection

mechanism based on Bayesian inference in [25], the power-

based intrusion detection method in [26].

Remark 2: In this study, each replay attack period is

divided into sleeping and active periods. An attack in the

sleeping period represents the signal transmission is normal,

while an attack in the active period denotes the attacker

replacing packets during the current period with those during

a certain period in the past. The system at different periods

has different dynamics. Consequently, it can be modeled by

using the switched system (9). Compared to the replay attack

model in [28], our built model of replay attacks in this study is

more reasonable and accurate, thus it has more practical

significance.

Remark 3: In (9), one can observe that the definitions of T n

and Sn are based on the sampling step h due to the use of the

event-triggered mechanism. To help understand this, we pres-

ent Fig. 4to show the time sequence of replay attacks. For

instance, if the replay attack occurs between the third and

fourth sampling instant, the fourth sampling instant is treated

as the beginning of the active period.

For a normal system, if it is attacked for a long time, the sta-

bility and reliability of the system will be affected. Therefore,

we make the following reasonable assumption and definition:

Assumption 2: In ½0; tÞ, one can always find a positive sca-

lar T M for F 2
n satisfying

supn2N fT nþ1 � T n � Sng � T M; (10)

Fig. 3. Diagram of the event-triggered control for the i-th UAV.

Fig. 4. Time sequence of the system under replay attacks and event-triggered
scheme.

890 IEEE TRANSACTIONS ON NETWORK SCIENCE AND ENGINEERING, VOL. 10, NO. 2, MARCH/APRIL 2023

Authorized licensed use limited to: NANJING NORMAL UNIVERSITY. Downloaded on July 27,2023 at 10:49:45 UTC from IEEE Xplore.  Restrictions apply. 



and a positive scalar T m for F 1
n satisfying

inf
n2N

fSng 	 T m: (11)

Remark 4: From Assumption 2, one can get that there

exists a uniform upper bound T M on length of active period

T nþ1 � T n � Sn and a uniform lower bound T m on length of

sleeping period Sn for replay attacks. Similar assumptions

concerned with DoS attacks have been found in considerable

achievements during the past years [19], [20]. Motivated by

the mentioned researches, the inequalities in (10) and (11) are

considered in Assumption 2.

Definition 1: The number of off/on transitions of replay

attacks over ð0; tÞ is represented as MðtÞ. The attack signal

merged by F 1
n and F 2

n is said to satisfy the following attack

frequency constraint: MðtÞ � cþ t
em

, where c and em are pos-

itive constants.

E. Switched Event-Trigged Scheme

To save the resources of the UAV communication network,

the triggering condition of the switched ETS is designed as

follows:

W1ðtÞ þW2ðtÞ �W3ðfhÞ < 0; (12)

in which

W1ðtÞ ¼ nih
T
i ðtsðtÞ�;n hÞFi;sðtÞhiðtsðtÞ�;n hÞ;

W2ðtÞ ¼ � #T
i ðtsðtÞ�;n hÞFi;sðtÞ#iðtsðtÞ�;n hÞ;

W3ðfhÞ ¼ kiðð�1ÞsðtÞ þ 1ÞhTi ðtsðtÞ�;n hþ fhÞ
�Fi;sðtÞhiðtsðtÞ�;n hþ fhÞ;

#iðtÞ ¼ hiðtsðtÞ�;n hÞ � hiððtsðtÞ�;n hþ fhÞ;

tsðtÞ�;n h ¼
T n; sðtÞ ¼ 1;

T n þ Sn; sðtÞ ¼ 2;

�

where ni 2 ½0; 1Þ; ki is a predefined positive scalar; Fi;sðtÞ >
0 is the weighting matrix to be designed; sðtÞ ¼ 1 for t 2 F 1

n ,

and sðtÞ ¼ 2 for t 2 F 2
n , n 2 N ; ft1�;ng and ft2�;ng (� 2 N ) are

the releasing instants in the n-th sleeping period and active

period, respectively; hiðt
sðtÞ
�;n hþ fhÞ denotes the current sam-

pling signal. The leader UAV is not triggered in this study.

Remark 5: In (12), the switched signal sðtÞ is adopted to

distinguish which type of replay attacks: active or sleeping in

an attack period. sðtÞ ¼ 1 means that the replay attack is

sleeping in intervals F 1
n , n 2 N , under this circumstance, the

triggering condition turns into the representative one in [29].

When sðtÞ ¼ 2, the triggering condition W1ðtÞ þW2ðtÞ �
W3ðfhÞ < 0 with W3ðfhÞ 	 0 brings larger inter-execution

time, in other words, fewer data can be delivered during the

active period of replay attacks. Note that the value of ki has

influences on the data release rate. Larger ki leads to a lower

data release rate, which will be demonstrated in Table I.

Remark 6: According to the definition of t
sðtÞ
�;n h in (12), one

can get that the sampling data are compulsorily released at the

right endpoint of the sleeping and active period. Then, it yields

that supft1�;nhg < T n þ Sn and supft2�;nhg < T nþ1 hold for

�; n 2 N .

Denote P1
n , supf�jt1�;nh < T n þ Sng, P2

n , supf�jt2�;n
h < T nþ1g and t1

n;P1
nþ1

h , T n þ Sn, t
2
n;P2

nþ1
h , T nþ1. Simi-

lar analytical method adopted in [30], ½tsðtÞ�;n h; t
sðtÞ
�;nþ1hÞ; n 2

f0; 1; . . . ;PsðtÞ
n g can be divided as fM þ 1 subintervals with

fM 2 N . It follows that ½tsðtÞ�;n h; t
sðtÞ
�;nþ1hÞ ¼ [fMþ1

f¼1 G
sðtÞ
�;n;f with

G
sðtÞ
�;n;f , ½bsðtÞ�;n ; b

sðtÞ
�;nþ1Þ, b

sðtÞ
�;n , t

sðtÞ
�;n hþ fh, further, one has

G
sðtÞ
�;n;f 2 [n2NF

sðtÞ
n .

Defining tðtÞ ¼ t� t
sðtÞ
�;n h� fh follows that 0 � tðtÞ < h.

Then, the event-triggered sampled state is expressed as

~hiðtÞ ¼ hiðtsðtÞ�;n hÞ ¼ hiðt� tðtÞÞ þ #iðtÞ: (13)

F. Observer Design

The observer for the i-th UAV is designed as follows:

_̂hiðtÞ ¼ AĥiðtÞ þ BuhiðtÞ þ BHsðtÞ½�hiðtÞ � ĥiðtÞ�; t 2 G
sðtÞ
�;n;f ;

(14)

whereHsðtÞ, sðtÞ 2 f1; 2g are observer gains to be designed.
Denote the observation error as dhiðtÞ ¼ hiðtÞ � ĥiðtÞ, then,

combining (8) and (14) follows that

_dhiðtÞ ¼ AdhiðtÞ þ U ~diðtÞ � BHsðtÞ½�hiðtÞ � ĥiðtÞ�; t 2 G
sðtÞ
�;n;f :

(15)

The purpose of this study is to develop observer-based for-

mation control strategies for multi-UAV systems under replay

attacks to achieve the formation by applying the proposed

switched ETS such that the error system is exponentially

stable.

III. MAIN RESULTS ON EVENT-TRIGGERED SMC DESIGN

A. Observer-Based Event-Triggered Sliding Mode Surface

The observer-based event-triggered sliding mode surface is

developed as

siðtÞ ¼ DĥiðtÞ �
Z t

0

DðAþBKsðtÞÞĥiðrÞdr; t 2 G
sðtÞ
�;n;f ;

(16)

TABLE I
THE ATD OF FOUR UAVS FOR DIFFERENT VALUES OF ki
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whereKsðtÞ, sðtÞ 2 f1; 2g are SMC gains to be determined;D
is a coefficient matrix, andDB is invertible.

Calculate the derivation of (16), then, letting _siðtÞ ¼ 0 fol-

lows the equivalent observer-based SMC law

ue
hiðtÞ ¼ ðKsðtÞ þHsðtÞÞĥiðtÞ �HsðtÞ�hiðtÞ; t 2 G

sðtÞ
�;n;f : (17)

Substituting (17) into (14) yields the sliding dynamics

_̂hiðtÞ ¼ ðAþBKsðtÞÞĥiðtÞ; t 2 G
sðtÞ
�;n;f : (18)

Combining (15) and (18), the following overall system

dynamics is derived by adopting Kronecker product:

_$ðtÞ ¼

A1$ðtÞ þ B1$ðt� tðtÞÞ þ C1#ðtÞ þ U1
~dðtÞ;

t 2 G1
�;n;f ;

A2$ðtÞ þ B2$ðt� dðtÞÞ þ C2#ðt� "Þ þ U2
~dðtÞ;

t 2 G2
�;n;f ;

8>>><
>>>:

(19)

where $ðtÞ , ½ĥT ðtÞ dTh ðtÞ�
T
, ĥðtÞ ¼ colNfĥiðtÞg, dhðtÞ ¼

colNfdhiðtÞg, #ðtÞ ¼ colNf#iðtÞg, #ðt� "Þ ¼ colNf#iðt�
"Þg, ĥðt� tðtÞÞ ¼ colNfĥiðt� tðtÞÞg, ĥðt� dðtÞÞ ¼ colN
fĥiðt� dðtÞÞg, ~dðtÞ ¼ colNf~diðtÞg, ~A ¼ IN 
 A; ~B ¼ IN

B, ~U ¼ IN 
 U , and

Al ¼
~Aþ ~B ~Kl 0

~B ~Hl
~A

" #
;Bl ¼

0 0

� ~B ~Hl � ~B ~Hl

� �
;U l ¼

0
~U

� �
;

Cl ¼
0

� ~B ~Hl

� �
; ~Kl ¼ IN 
Kl; ~Hl ¼ IN 
Hl; l ¼ 1; 2:

Here dðtÞ ¼ "þ tðt� "Þ, and 0 < dðtÞ � dM , dM is the

upper bound of dðtÞ. $ðtÞ ¼ &ðtÞ, t 2 ½�dM; 0�. The initial

state of system (19) are given by$ðtÞ ¼ &ðtÞ, t 2 ½�dM; 0�.
Before giving the stability analysis for the discussed system,

the following lemma and definition are presented.

Lemma 1: [13] If the state trajectories of the i-th UAV

(i 2 JN ) can converge to and keep on the sliding surface

siðtÞ ¼ 0, it is easy to obtain that the multi-UAV system with

N followers and one leader achieves the desired formation.

Definition 2: The discussed system (19) is said to be expo-

nentially stable if there is a scalar w1 > 0 and a decay rate

w2 > 0 such that the following condition

k$ðtÞk � w1e
�w2tk&0k

holds for all t 	 0, where &0 ¼ minfk&0kh; k&0kdMg, k&0kh ¼
sup�h�v< 0fk&ðvÞk; k&ð _vÞkg, k&0kdM ¼ sup�dM�v< 0fk&ðvÞk;
k&ð _vÞkg.
Remark 7: From the definition of $ðtÞ in (19), one can

know that $ðtÞ consists of tracking error dhðtÞ and estimation

error ĥðtÞ. In case system (19) is asymptotically stable,

dhðtÞ ! 0, which means that the multi-UAV system with N
followers and one leader could realize the formation tracking

in accordance with Definition 2.

B. Sliding Mode Control Strategy

An observer-based event-triggered SMC strategy is pro-

posed in this section, which can ensure the accessibility of

sliding mode surface (16).

Theorem 1: Under the switched ETS (12) and observer

(14), if sliding mode surface siðtÞ is chosen as (16), the system
trajectories could be driven onto this sliding mode surface by

the controller designed as follows:

uhiðtÞ ¼ ðKsðtÞ þHsðtÞÞĥiðtÞ � ðai þ oiðtÞÞSðsiðtÞÞ; (20)

in which

SðsiðtÞÞ ¼
siðtÞ
ksiðtÞk ; ksiðtÞk 	 bi;
siðtÞ
bi

; ksiðtÞk < bi;
oiðtÞ ¼ kHsðtÞkk�hiðtÞk; t 2 G

sðtÞ
�;n;f ;

(

where ai, bi (i 2 JN ) are given positive constants.
Proof: Calculating the derivative of (16) and substituting

(14), (20) into it, one has

_siðtÞ ¼ DB uhiðtÞ � ðKsðtÞ þHsðtÞÞĥiðtÞ þHsðtÞ�hiðtÞ
� �

: (21)

The Lyapunov function is constructed as follows:

VsiðtÞ ¼ 0:5sTi ðtÞðDBÞ�1siðtÞ: (22)

Calculate the derivation of (22), then, combining it and

(20), (21) yields that

_VsiðtÞ ¼ sTi ðtÞðDBÞ�1 _siðtÞ
¼ sTi ðtÞ �ðai þ oiðtÞÞSðsiðtÞÞ þHsðtÞ�hiðtÞ

� �
: (23)

When ksiðtÞk 	 bi, based on controller (20) with sðtÞ ¼ 1

for t 2 G
sðtÞ
�;n;f , one can get

_VsiðtÞ � �ðai þ oiðtÞÞksiðtÞk þ kH1kk�hiðtÞkksiðtÞk
¼ �aiksiðtÞk; (24)

based on controller (20) with sðtÞ ¼ 2 for t 2 G
sðtÞ
�;n;f , it is easy

to obtain that

_VsiðtÞ � � ðai þ oiðtÞÞksiðtÞk þ kH2kk�hiðtÞkksiðtÞk
¼ � aiksiðtÞk: (25)

When ksiðtÞk < bi, with the similar analytical method, it

follows from controller (20) that

_VsiðtÞ � �ðai þ oiðtÞÞ
ksðtÞk2

bi

þ kHsðtÞkk�hiðtÞkksiðtÞk

¼ �aiksiðtÞk2

bi

þ oiðtÞ
bi

ðksiðtÞkbi þ ksiðtÞk2Þ (26)
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holds for t 2 G1
�;n;f [ G2

�;n;f . Further, it can be concluded that

for t 	 b10;0h, there exists a proper ai such that _VsiðtÞ < 0,
siðtÞ 6¼ 0, which indicates that every UAV could arrive at the

sliding surface and subsequently maintain on it. As a result, it

follows from Lemma 1 that the formation tracking issue is

turned into a SMC problem. That ends the proof. &

C. Performance Analysis

The accessibility of sliding mode surface (16) has been dis-

cussed in Theorem 1. In the followingTheorem 2, wewill present

the stability analysis of the system on the sliding mode surface.

Besides, sufficient conditions of the multi-UAV system to

achieve the desired formation will be acquired as well. Based on

this, we can obtain controller gains and observer gains.

Theorem 2:

For known scalars ni 2 ð0; 1Þ, T M , T m, em, h, %l, blk, sys-
tem (19) is exponentially stable if there exist positive definite

matrices ~Plk, Qlk, Rlk, Fil and matrices ~Ylk (l; k 2 f1; 2g,
i 2 JN ) such that the following linear matrix inequalities hold:

�%2 ~P2 k �
~P1 k � ~P1 k

" #
� 0; (27)

�d0%1 ~P1 k �
~P2 k � ~P2 k

" #
� 0; (28)

�%lQlk �
Q3�l;k �Q3�l;k

� �
� 0; (29)

�%lRlk �
R3�l;k �R3�l;k

� �
� 0; (30)

m ¼ ð2d1T m � 2ðd1hþ d2dMÞ
� 2d2T M � lnð%1%2ÞÞ=em > 0;

(31)

�Pl ¼
�Gl
1 �

�Gl
2

�Gl
3

" #
< 0; (32)

where

�Gl
1 ¼

Cl
11 � � � � � � �

Cl
21 Cl

22 � � � � � �
Cl

31 Cl
32 Cl

33 � � � � �
0 Cl

42 Cl
43 Cl

44 � � � �
Cl

51 0 Cl
53 0 Cl

55 � � �
0 Cl

62 0 Cl
64 0 Cl

66 � �
0 Cl

72 0 0 0 0 �Fl �
0 Cl

82 0 0 0 0 0 �I

2
666666666666664

3
777777777777775

;

�Gl
2 ¼

hCl
91

hCl
101

" #
;

�Gl
3 ¼ diagf�2bl1 ~Pl1 þ b2l1Rl1;�2bl2 ~Pl1 þ b2l2Rl2g;

Cl
11 ¼ symf ~Pl1

~Aþ ~Yl1g þQl1 þ 2ð�1Þldl ~Pl1

� rlRl1 þ ~FT ~F;

Cl
22 ¼ symf ~Pl1

~Ag þQl2 þ 2ð�1Þldl ~Pl1 � rlRl2 þ ~FT ~F;

Cl
21 ¼ Yl2 þ ~FT ~F;Cl

31 ¼ rlðRl1 þMl1Þ;Cl
32 ¼ �Y T

l2 ;

Cl
33 ¼ rlð�2Rl1 �Ml1 �MT

l1Þ þ nFl;C
l
42 ¼ �Y T

l2 þCl
64;

Cl
43 ¼ nFl;C

l
44 ¼ rlð�2Rl2 �Ml2 �MT

l2Þ þ nFl;

n ¼ n0 
 I2q; n0 ¼ diagfn1; n2; . . . ; nNg;
Fl ¼ diagfF1 l;F2 l; . . . ;FNlg;

Cl
51 ¼ �rlMl1;C

l
53 ¼ Cl

31;C
1
55 ¼ �r1ðRl1 þQl1Þ;

C2
55 ¼ �r2Rl1 � r3Ql1;C

l
62 ¼ �rlMl2;

Cl
64 ¼ rlðRl2 þMl2Þ;C1

66 ¼ �r1ðRl2 þQl2Þ;
C2

66 ¼ �r2Rl2 � r3Ql2;C
l
72 ¼ � ~Y T

l2 ;

Cl
82 ¼ ~UT ~Pl1; r1 ¼ e�2d1 h; r2 ¼ 1; r3 ¼ e2d2dM ;

Cl
91 ¼ ~Pl1

~Aþ ~Yl1 01�7

� �
;

Cl
101 ¼ Cl

111 Cl
121

� �
;Cl

111 ¼ ~Yl2
~Pl1

~A
� �

;

Cl
121 ¼ � ~Yl2 � ~Yl2 0 0 � ~Yl2

~Pl1
~U

� �
:

Furthermore, controller gains Kl and observer gains Hl are

designed as

Kl ¼ BTP�1
l1 Yl1; Hl ¼ BTP�1

l1 Yl2; l ¼ f1; 2g: (33)

Proof: Choose the following Lyapunov function for system

(19):

V lð$ðtÞÞ ¼ $T ðtÞ ~Pl$ðtÞ þ
Z t

t�&l

rl$
T ðrÞGT

1Q1 lG1$ðrÞdr

þ
Z t

t�&l

rl$
T ðrÞGT

2Q2 lG2$ðrÞdr

þ &l

Z 0

�&l

Z t

tþv

rl _$
T ðrÞGT

1R1 lG1 _$ðrÞdrdv

þ &l

Z 0

�&l

Z t

tþv

rl _$
T ðrÞGT

2R2 lG2 _$ðrÞdrdv; (34)

where ~Pl ¼ diagf ~Pl1; ~Pl1g, ~Pl1 ¼ IN 
 Pl1; rl , e2ð�1Þldlðt�sÞ,
and scalar dl > 0. l ¼ 1 for t 2 G1

�;n;f ; l ¼ 2 for t 2 G2
�;n;f ;

&1 ¼ h, &2 ¼ dM ; and G1 ¼ ½IqN 0qN �, G2 ¼ ½0qN IqN �.
In the following, two situations are considered for t 2 G1

�;n;f

and t 2 G2
�;n;f , respectively.

Firstly, when t 2 G1
�;n;f , namely, t 2 ½b1�;n; b1�;nþ1Þ, calculate

the derivation of (34), then, we can get

_V1ð$ðtÞÞ ¼ 2$T ðtÞ ~P1 _$ðtÞ þ$T ðtÞGT
1Q11G1$ðtÞ

þ$T ðtÞGT
2Q21G2$ðtÞ � 2d1V1ð$ðtÞÞ

� e2d1 h$T ðt� hÞGT
1Q11G1$ðt� hÞ

� e2d1 h$T ðt� hÞGT
2Q21G2$ðt� hÞ

� 2d1 ~P1 þ h2 _$T ðtÞGT
1R11G1 _$ðtÞ

þ h2 _$T ðtÞGT
2R21G2 _$ðtÞ

� h

Z t

t�h

e�2d1 h _$TGT
1 ðrÞR11G1 _$ðrÞdr

� h

Z t

t�h

e�2d1 h _$T ðrÞGT
2R21G2 _$ðrÞdr; (35)
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Due to the existence of nonlinearities, one has

$T ðtÞGT
3
~FT ~FG3$ðtÞ � ~dT ðtÞ~dðtÞ 	 0; (36)

where G3 ¼ I2 N I2 N½ �.
From (12), it yields that

n½G3$ðt� tðtÞÞ�TF1G3$ðt� tðtÞÞ
� #T ðtÞF1#ðtÞ < 0: (37)

Combining (35)–(37) and utilizing Jensen’s inequality [31]

follow that

_V1ð$ðtÞÞ þ 2d1V1ð$ðtÞÞ � xT
1 ðtÞ G1

1 � G1
2ðG

1
3Þ

�1G1
2

h i
x1ðtÞ; (38)

where x1ðtÞ ¼ ½$T ðtÞ; $T ðt� tðtÞÞ; $T ðt� hÞ; #T ðtÞ; ~dT

ðtÞ�T , and

G1
1 ¼

L1
11 � � � �

L1
21 L1

22 � � �
L1

31 L1
32 L1

33 � �
L1

41 0 0 �F1 �
L1

51 0 0 0 �r2I

2
6666664

3
7777775
;

G1
2 ¼

hG1
~P1L

1
61

hG2
~P1L

1
61

" #
;

G1
3 ¼ diagf�ðG1

~P1ÞTR�1
11 G1

~P1;�ðG2
~P1ÞTR�1

12 G2
~P1g;

L1
11 ¼ symf ~P1A1g þGT

1Q11G1 þGT
2Q12G2 þ 2ð�1Þ1d1 ~P1

� r1G
T
1R11G1 � r1G

T
2R12G2 þGT

3
~FT ~FG3;

L1
22 ¼ r1G

T
1 ð�2R11 �M11 �MT

11ÞG1 þGT
3 nF1G3

þ r1G
T
2 ð�2R12 �M12 �MT

12ÞG2;

L1
31 ¼ �r1G

T
1M11G1 � r1G

T
2M12G2;L

1
21 ¼ BT

1
~P1 þ L1

32;

L1
32 ¼ r1G

T
1 ðR11 þM11ÞG1 þ r1G

T
2 ðR12 þM12ÞG2;

L1
33 ¼ �r1G

T
1 ðQ11 þR11ÞG1 � r1G

T
2 ðQ12 þ R12ÞG2;

� r3G
T
2R22G2; r1 ¼ e�2d1 h; r2 ¼ 1; r3 ¼ e2d2dM ;

L1
41 ¼ CT1 ~P1;L

1
51 ¼ UT

1
~P1;L

1
61 ¼ A1 B1 0 C1 U1½ �:

Applying Schur’s complement to (38) yields that

P1 < 0ðP1 ¼ G1
1 �

G1
2 G1

3

� �
) is the sufficient condition to guar-

antee the following inequality holds:

_V1ð$ðtÞÞ þ 2d1V1ð$ðtÞÞ < 0: (39)

Integrating both sides of (39) for t 2 ½b1�;n;f ; b1�;nþ1;aÞ, one
can get

V1ð$ðtÞÞ < e
�2d1ðt�b1

�;n;f
ÞV1ðb1�;n;fÞ: (40)

Seconly, when t 2 G2
�;n;f , namely t 2 ½b2�;n; b2�;nþ1Þ, applying

the similar analytical method as above, it is easy to obtain
_V2ð$ðtÞÞ � 2d2V2ð$ðtÞÞ < 0. Integrating its both sides for

t 2 ½b2�;n;f ; b2�;nþ1;aÞ yields that

V2ð$ðtÞÞ < e
2d2ðt�b2

�;n;f
ÞV2ðb2�;n;fÞ: (41)

Moreover, according to sufficient conditions: ~P1 � %2 ~P2;
~P2 � d0%1 ~P2; d0 ¼ e2ðd1hþd2dM Þ, the following inequalities are

acquired:

V1ðb1�;n;fÞ < %2V2ðb1��;n;fÞ;
V2ðb2�;n;fÞ < d0%1V1ðb2��;n;fÞ:

(42)

(

If t 2 ½T n þ Sn; T nþ1Þ, based on (42), we have Vð$ðtÞÞ �
e
2d2ðt�t2

0;n
ÞV2ðt20;nhÞ, then, V2ðt20;nhÞ � d0%1V1ðt2�0;nhÞ and

V1ðt2�0;nhÞ � e
�2d1ðt20;nh�t1

0;n
hÞV1ðt10;nhÞ are derived because

t2�0;nh 2 ½t10;nh; t20;nhÞ. Reiterating this process follows that

Vð$ðtÞÞ � e�mtV1ð0Þ; (43)

where m ¼ ð2d1T m � 2ðd1hþ d2dMÞ � 2d2T M � lnð%1%2ÞÞ
=em.
If t 2 ½T n; T n þ SnÞ, conducting the similar operation as

above yields that

Vð$ðtÞÞ � dn0%
n
1%

n
2e

2d2T Me�2ðnþ1Þd1T mV1ð0Þ
� e�mtV1ð0Þ: (44)

According to the definition of Vð$ðtÞÞ, one has

�1k$ðtÞk2 � Vð0Þ �gk&ð0Þk2; (45)

where �1 ¼ minf�mð ~PlÞg, l ¼ f1; 2g, k&ð0Þk2 ¼ minfk&
ð0Þk2h; k&ð0Þk

2
dM

g, g ¼ minfg1; g2g, g1 ¼ maxf�M ð ~P1Þg þ
hmaxf�MðQk1Þg þ h2

2 maxf�MðR11 þR21Þg, g2 ¼ maxf�M

ð ~P2Þg þ dMmaxf�MðQk2Þg þ
d2
M
2 max f�MðR12 þ R22Þg, k ¼

f1; 2g.
Combining (43)–(45) follows that

k$ðtÞk � ffiffiffi
g

p
e�

m
2tk&ð0Þk; (46)

In the light of the aforementioned analysis and discussion,

one can conclude from Definition 2 that system (19) is expo-

nentially stable.

Recall the fact that the matrix ~Pl is in the form ~Pl ¼
~Pl1 0
0 ~Pl1

� �
, where ~Pl1 ¼ IN 
 Pl1, l ¼ f1; 2g. Invoking them

into Gl
3 yields G

l
3 ¼ diagf� ~Pl1R

�1
l1

~Pl1;� ~Pl1R
�1
l2

~Pl1g.
Owing to ðRl1 � b�1

l1
~Pl1ÞRl1ð �Rl1 � b�1

l1
~Pl1Þ 	 0, we have

� ~Pl1R
�1
l1

~Pl1 � �2bl1 ~Pl1 þ b2l1Rl1. Similarly, it follows that
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� ~Pl1R
�1
l2

~Pl1 � �2bl2 ~Pl1 þ b2l2Rl2. Then, we can get Gl
3 ¼

diagf�2bl1 ~Pl1 þ b2l1Rl1;�2bl2 ~Pl1 þ b2l2Rl2g, l ¼ f1; 2g.
Defining Yl1 ¼ Pl1BKl, Yl2 ¼ Pl1BHl yields (32). By

applying Schur’s complement, one has (27)–(30). Moreover,

the parameters of both the controller and the observer can be

obtained according to (33). That ends the proof. &

IV. ILLUSTRATIVE EXAMPLE

To evaluate the performance of the proposed approach, a

simulation example is given in this section. Consider a multi-

UAV system consisting of four follower UAVs and one

leader. Fig. 5 presents the directed communication topology

of the multi-UAV system, from which one can obtain w12 ¼
1, w23 ¼ 1, w34 ¼ 1, a1 ¼ 1, a4 ¼ 1.

The design of the formation tracking controller in three-axis

directions (namely, q ¼ 3) is considered in this simulation. In

the case of q ¼ 3, xiðtÞ and uiðtÞ of the i-th UAV ði 2
f1; 2; 3; 4g , J4Þ can be rewritten as xiðtÞ ¼ ziXðtÞ;½
viXðtÞ; ziY ðtÞ; viY ðtÞ; ziZðtÞ; viZðtÞ�T and uiðtÞ ¼ uiXðtÞ;½
uiY ðtÞ; uiZðtÞ�T , respectively. It is supposed that the time-

varying formation for all followers is a time-varying square

formation from the perspective of the Y-Z plane, and retains

the rotation around the leader UAV (its dynamic is

½20t; 5t; 5t�T ). The corresponding formation vector is giðtÞ ¼
0
0

10t cos ðwtþ ði� 1Þ p2Þ
10 cos ðwtþ ði� 1Þ p2Þ � 10 wt sin ðwtþ ði� 1Þ p2Þ

10t sin ðwtþ ði� 1Þ p2Þ
10 sin ðwtþ ði� 1Þ p2Þ þ 10 wt cos ðwtþ ði� 1Þ p2Þ

2
6666664

3
7777775
, i 2

J4 with w ¼ 0:314 rad/s.

Set h ¼ 0:01s, T m ¼ 400 h, T M ¼ 81 h, " ¼ 81 h, dM ¼
hþ " ¼ 82 h, %1 ¼ %2 ¼ 1:08, d1 ¼ 0:35, d2 ¼ 0:75 such that

inequality (31) holds. The nonlinear function ~diðtÞ satisfies

inequality k~diðtÞk2 � k ~FhiðtÞk2 with ~F ¼ diagf0:2; 0:3;
0:35; 0:25; 0:15; 0:2g. Let n1 ¼ 0:02, n2 ¼ 0:15, n3 ¼ 0:016,
n4 ¼ 0:023, ki ¼ 0:2 ði 2 J4Þ, b11 ¼ b12 ¼ 0:1, b21 ¼ b22 ¼
0:1. From Theorem 2, the follwing parameters can be

obtained.

Kl ¼ I3 
Kl0; Hl ¼ I3 
Hl0; l 2 f1; 2g;
K10 ¼ �1:6739 �6:0007½ �; K20 ¼ �1:6047 �7:0868½ �;
H10 ¼ 0:7684 2:5877½ �; H20 ¼ 0:5447 1:9035½ �;
Fi1 ¼ ðI3 
Fi10Þ;Fi2 ¼ ðI3 
Fi20Þ; i 2 J4;

F110 ¼
8:5237 0:647

0:6473 8:225

� �
; F210 ¼

8:6302 0:6928

0:6928 8:3114

� �
;

F310 ¼
8:6917 0:7270

0:7270 8:3577

� �
;F410 ¼

8:5532 0:6687

0:6687 8:2449

� �
;

F120 ¼
7:7568 0:2090

0:2090 7:5708

� �
;F220 ¼

7:8967 0:2191

0:2191 7:6980

� �
;

F320 ¼
7:9842 0:2276

0:2276 7:7749

� �
;F420 ¼

7:8031 0:2152

0:2152 7:6100

� �
:

The initial parameters are given as follows: the position of

four follower UAVs z10 ¼ ½10; 11; 9�T , z20 ¼ ½5; 6; 7�T , z30 ¼
½6:5; 8; 9:5�T , and z40 ¼ ½3; 4; 5:5�T . Based on the derived

parameters above, one has obtained Figs. 6–11.

The responses of tracking errors hðtÞ and tracking position

errors of four UAVs are presented in Fig. 6, from which we can

see that the UAV formation system with replay attacks is asymp-

totically stable. At this time, four UAVs achieve their own corre-

sponding desired position and formulate this formation. To display

the formation more distinctly, Fig. 7 shows the trajectories of the

formation tracking for every UAV, in which position snapshots at

instants 20, 50 s are presented for the leader and four UAVs.
The third subgraph in Fig. 6 exhibits the responses of obser-

vation errors dhiðtÞ (i 2 J4) between tracking errors and their

estimations. Fig. 8 plots the responses of the switching func-

tion sðtÞ of four UAVs. This indicates that utilizing such

observers brings the satisfactory performance of multi-UAV

systems under replay attacks, and every UAV could converge

to the sliding mode surface and keep on it. Fig. 9 displays the

responses of formation control inputs for the i-th UAV, i 2 J4.
Fig. 10 reveals the responses of replay attack signal with

T m ¼ 400 h, T M ¼ 81 h. From Fig. 10, it can be seen that

grey areas denote the intervals without replay attacks; red

areas represent the intervals when the replay attack signal is

active, under this circumstance, the normally transmitted pack-

ets are replaced by these during a certain period in the past.

To express the effect of the proposed switched ETS, triggering

instants and releasing intervals of the i-th UAV, i 2 J4 are

shown in Fig. 10. Under the switched ETS, the network band-

width load is alleviated observably because 162 sampled signals

of the 1-th UAV are transmitted to its neighbors and its controller

side in [0, 50]s with 5000 data. Comparative work is conducted

by setting different values of ki in the ETS (12). The amount of

transmitted data (ATD) of four UAVs under different values of

ki is recorded in Table I. From this table, one can see that fewer

sampled signals are delivered with the increase of ki, which is

consistent with the analysis of the switched ETS in Remark 5.

To further demonstrate the superiority of the proposed

switched ETS, a comparison of the ATD for some existing

communication mechanisms is displayed in Fig. 11 under the

same condition and parameters as above. From Figs. 10–11,

one can observe that the ATD under the switched ETS pro-

posed in this research is obviously less than those under other

communication mechanisms, including the time-triggered

Fig. 5. Communication topology of the multi-UAV system.
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scheme (TTS) and the ETS in [28]. This implies that our pro-

posed switched ETS can lessen the bandwidth overhead of the

UAV communication network.

In addition, to show the advantage of the proposed observer-

based sliding mode control, we present tracking errors hðtÞ and

tracking position errors of four UAVs under the control method

in [28], which are shown in Fig. 12. Compared Fig. 12 with

Fig. 6, one can conclude that the proposed observer-based sliding

mode control method brings better performance of the multi-

UAV system with nonlinear inputs under replay attacks than the

one in [28].

Fig. 6. Tracking errors, tracking position errors and observation errors of
four UAVs.

Fig. 7. Position trajectories of the leader and four UAVs, and position snap-
shots at t ¼ 20, 50 s.

Fig. 8. Switching function sðtÞ of four UAVs.

Fig. 9. Formation control inputs of four UAVs.

Fig. 10. Replay attack signal, and release instants of four UAVs.

Fig. 11. Comparisons of the ATD for some existing communication
mechanisms.
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V. CONCLUSION

In this article, the formation tracking issue of multi-UAVs

under replay attacks has been studied by using an observer-

based event-triggered SMC approach. First, a novel attack

model is built to describe replay attacks. Then, a switched

ETS is developed, which can invoke appropriate communica-

tion schemes for different attack states. Under this switched

ETS, the amount of transmitted data is greatly decreased with-

out compromising the desired system performance, thereby

saving network resources. In view of the SMC theory,

observer-based event-triggered formation tracking control

laws are proposed for multi-UAV systems with replay attacks

by adopting interactive information from neighbors. Sufficient

conditions are presented for the multi-UAV system to achieve

the formation via a Lyapunov stability approach. At last, a

simulation example with multiple UAVs is performed, where

the validity of the developed formation control laws is demon-

strated. In the future, we will focus on the problem of contain-

ment formation control for multi-UAV systems with multiple

leaders, along with the detection and defense of cyber-attacks.
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